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A high level overview on KHA operational, data, personnel, and physical security.

1 Operational Security

Operational system threats are due to accidental or deliberate system mis-configuration. Described below are IT best practices and procedures to be followed to ensure that any system change will take a least disruptive approach on current business production lines.

Separation of Operations Roles:

To minimise any system mis-configuration happening, all operations staff must only perform duties defined within the role they are employed for. Below are general role guidelines.

	Operations Roles
	Basic Responsibilities

	System Operators
	Day to Day monitoring of O/S error logs, Manning the Help Desk, ensure that all batch processing completed successfully, and reports were properly spooled. Generic system administrative tasks assigned to them by system administrators

	System Administrators
	Responsible for installation, and configuration of mainframe, Midrange, Intel based server Operating systems, configuration and patching of systems. Develops system shell scripts

	Domain Administrators
	Responsible for domain controllers and LDAP servers. Provisioning of network userids

	Backup Operator
	Monitors backup log files, ensures that all backup schedules are successfully started and completed. Ensures that tape rotation and storage is carried out

	Backup Administrator
	Installs and configures backup devices. Designs backup schedules based on system Recovery Time Objectives. Designs the backup topology and policy. Complex backup troubleshooting

	Firewall Administrator
	Responsible for installation, configuration and monitoring firewall rules. Setup and analysing of proxy servers, setup of B2B gateway.

	Network Administrator
	Configuration of switches, routers, Wireless Access points, network cabling.

	Data Base Administrator
	Setup of DBMS, database performance tuning

	Developer
	Only has access to development, and testing environments. Takes application designs and enhancements and codes them into applications.

	Application Administrator
	A business user given rights to provision other business users into using the application. Responsible for certain application configuration

	Application support
	Monitor application log files, audit trails. Ensure that application batch jobs complete successfully. Provide 2nd/3rd tier support to help desk.


A more detailed definition of role responsibilities must be defined in the job description and performance evaluation for each employee/contractor.

Computing Environments:

Several Computing Environments must be maintained in order to implement change control best practices.

· Development Environment(DEV): used by developers for application development and code unit testing, and by administrators to test upgrades and new patch levels.

· System Integration Testing environment(SIT): Testing of internal and external system to system integration.

· User Acceptance Testing Environment(UAT): Testing of functional requirements by application test teams. Stress testing by automated test tools, Regression testing.

· Production Environment(PROD): An environment where all systems run live in support of business processes, using real time organisation data. Mainly used by business users.

Operational Acceptance Testing(OAT):

Operations system support will not accept operational responsibility for a system until the following has been supplied by the Project Manager, Solution Architect and vendor.

· Operations documentation. A description of housekeeping tasks done on a daily basis to monitor and keep the system functional.

· System Administration documentation. Detailed installation, configuration, tuning and troubleshooting documentation.

· Technical Design Documents of physical system location and all hardware and software components included.

· Proof that the application and hardware inventories and associated EA artefacts have been properly updated and reflecting the new equipment or software versions and patches.

· Training of operations support staff with sufficient knowledge transfer taking place from vendor to local staff.

· A standard set of expected operation tests and daily procedures to maintain the system. A round of testing to validate what expected performance and behaviour of the system. To be accepted the system must pass all tests.

· A formal sign off agreement with the head of IT support and operations.

Change Control: 

The change control procedure must be inclusive of the following steps.

· Change request must be logged in the change control register, and a change request number allocated.

· Changes can only be migrated to the PROD environment once they have been migrated through a series of tests from DEV, SIT and UAT and each set of tests in each environment were successfully completed and signed off by the testing manager.

· Notification of all interested business and IT parties that a new system change is planned to be implemented into the production environment. 

· 1 weeks notification must be given via email to at least.

· The Business system owner

· Business application administrator.

· Development Manager

· Support Manager

· The change requestor

· The notification email must contain

· A change description and all impacted business and IT areas.

·  The change request number.

· The date, time, and window period when the change can be implemented. Note: all change windows must be carefully selected in consultation with the business to implement changes outside of normal business working hours.

· Signoff by IT and Business that the impact of the change is understood and that the change can be can be implemented.

Release Management: 

The grouping of changes into releases that are done at set times of each year

Data backup and Recovery

The following general procedure must be adhered to:

· Backup and Recovery Point Objective (RPO) must be set by the Backup Administrator and must be used to determine the backup schedule and policy used.

· The RPO interval must be less than the Recovery Time Objective(RTO). The RTO must be set in accordance to the Maximum Acceptable Outage(MAO) and System Criticality factors supplied by the business owner of the system.

· Media retention, and tape cycling schedules are subject to the business and legislative retention requirements on the data being backed up.

· In general tape media must only be re-used once every 5 weeks.

· Where there are data retention requirements: WORM media must be used every 2 months on a full system backup.

· All tapes/media must be clearly marked. The preferred tape numbering mechanism is to use bar code stickers.

· General backup policy will involve:

·  Full system backup every weekend:

· Incremental backups on non business essential systems, or systems that have high data volumes. This is required to keep the backup window small.

· Differential backups on all business essential systems. This is required to reduce recovery times.

· Backup media are to be stored offsite in secure media storage location.

· Any data recovery must be logged with the help desk and information must be supplied so that the correct media can be recalled from the media storage centre.

2 Data Security

Data Policy:

· Users must not attempt to access any restricted data that does not fall within the realm of their responsibilities.

· No hardcopies of sensitive data or intellectual property may be moved offsite without the permission of a line manager.

· All data transmitted electronically outside of the organisation must be sent over a secure encrypted (e.g. SSL/ HTTPS,VPN) channel.

· Any sensitive data must be encrypted and compressed before being sent over a secure channel. Encryption must be done at the B2B/XML gateway(synchronous/real-time pattern) or done by a separate application using encryption keys(asynchronous/batch pattern).

· All data access(integration) between internal systems must be via the Enterprise Service Bus(ESB) and exposed as a web service by the owning application. No direct database access from a client(ODBC or other method) is permitted. Such a practice breaks the SOA architecture and by passes the Application and Data Access layers that contain complex business rules that do data validation and data enrichment with the result that data quality is compromised.  The exception to this rule is the system that is Master/Owner of the data since it is the implementer of the application and data access layers.

· Where systems/infrastructure containing data are shared across projects with different KHA clients the following database security must be applied by the Database Administrator:

· Database schemas must be modified so data belonging to specific projects and/or clients can be specifically identified.

· Table Row and Column security must be implemented such that:

· No two projects can see each others data.

· No two KHA clients can see each others data.

· Regular checks must be put in place to validate this security.

Logical access control:

Principles:

· All system access to users is denied by default.

· System Access is granted on approved request.

· Access rights granted to a resource will be the minimum required for the user to perform their duties and for the least amount of time for the user to complete their work(least privilege principle).

· Access rights must be grouped and separated by distinct roles. 

· No user shall be granted more than one role at a time on any system.

Password Policy:

· Strong Passwords are to be used and defined as:

· At least 8 characters long.

· Contain at least one numeral (0-9)

· Contain at least one Uppercase and lowercase alphabetic letter.

· It is desirable to use punctuation characters in passwords

· Are not common dictionary words

· Preferably obtained from a password generator.

· Account details must not be shared with anyone else.

· Passwords will expire every thirty days, or after the duration of a contract whichever is the lesser of the two.

· Passwords may not be re-used after expiring.

· Helpdesk will not accept a password change request over the phone. On user lockout a proper ticket must be logged with the help desk, the existing password will then be temporary re-enabled and a forced password change at first login will be required. The same applies if a user has forgotten their password with the exception that a temporary password will be phoned through to the user by the help desk. A challenge-response self service portal is also available for password resets (https://intranet.kha.com/selfservice )

Two Factor Authentication:

Systems containing sensitive information will use two factor authentication for user access from each workstation. Userid + Access Card + Password

· Each user workstation will have a keyboard with built in card reader. A user must insert his access card in to the card read and populate the userid and password dialog box to submit their credentials for authentication.

·  Users must carry their access card at all times. When a user walks away from their PC they must remove access card from card reader and screen desktop must auto lock.

Remote System Access:

· Remote access for system administration purposes must use a secure mechanism such as SSH or RDP.

· Remote Access for mobile users from an external Internet connected site must first be granted access by an approving line manager, before company client VPN software can be installed and a RSA securID hardware authentication token issued for two factor authentication.

Application Security & Defensive Software development Practices:

Security is to be treated as a system property and not a feature or add-on functionality. Poor security implies poor stability and reliability of application and data.

All applications are to use Role Based Access Control (RBAC)

All COTS software purchased must have built in levels of user, supervisor, and business and technical administrative roles. 

· Roles must be clearly separated when configuring application authorisation. i.e. No single person can hold two consecutive roles when one role acts as the approver of actions for the other role.

· The same role separation applies to bespoke developed applications. The standard is to develop applications to use network userid membership of LDAP based groups. Program logic must ensure that group membership is checked to restrict access to data and application functionality.

Secure coding standards:

· All source code must be booked in and out of the company Source Code Management (SCM) tool every day. 

· No source code may be left in local developer environment workspaces.

· The SCM must provide automatic versioning with rollback to previous version features.

· The SCM must allow for multiple developers working on the same set of source code, and have the capability to handle developer source code conflict resolution and merging.

· The “Least Privilege” principle must be applied when developing and testing code: i.e. do not develop and test using system administration rights, but rather a user equivalent under which the code will finally run.

· Use a “Deny by Default” Principle. For example on data input validation, only accept what is allowed rather than trying to deny what is not allowed.

· Never trust any client connection to any application(bought or developed). A client requesting access to application resources must properly authenticate itself.

· Developers must stick to using tried and tested trusted, public algorithms, protocols, and development tools.

· Developers must always think of the security implications of what their code does.

· Security must also be considered a design requirement. Always try and add multiple layers of defence when building an application

· Validate all input data.

· Filter all form input especially where it will be used to build up SQL strings or Eval(), Exec() function arguments.

· Make sure your code is environment independent. i.e. Not reliant on certain environment variables eg CLASSPATH being exactly the same.

· Provide meaningful error messages and handle errors in a graceful manner.

· Protect all sensitive data. Do not hard code userids and passwords. Keep them in a secured database or config file(preferably stored as a hash and not clear text).

· Turn on Compiler and Interpreter warnings when developing.

· Strip debugging information when moving code into the production environment.

· Adhere to Object Orientated Design & Development practices:

· Use an Object Orientated Language
· Ensure encapsulation through the use of private and protected class methods and attributes.

· Choose safe variable initialisation values. All environment variables (e.g.: PATH)  must be explicitly setup before application deployment.
· Make sure the application does proper housecleaning. e.g. Deletion of temporary files.
3 Personnel Security

The purpose of personnel security is to provide a level of assurance as to the trustworthiness, integrity, reliability and capability of all KHA employees and contractors.

Skills Gaps:

Operations managers must on a regular basis evaluate the skill sets that operational staff require to perform their duties: 

· Identify skill set gaps

· Provide training to existing staff

· hire new staff to fill skill set gaps

Job security classification

All line managers are required to:

· Evaluated and assign a security level clearance to an advertised job position(see table below).

· Provide baseline security acceptance criteria for the position.

New employee checks:

On all new employees and contractors, the HR department is required to do candidate background checks for:

· Criminal records. A police clearance certificate is required. 

· Signature, photograph, and fingerprints required.

· Family ties with terrorist or enemy organisations.

· Firearms and weapons violations.

· Immoral conduct.

· Validation and authentication of academic qualifications. With the original issuing university.

· Work history reference checks. With at least the last two previous companies where the employment applicant worked. This must include:

· Positions held.

· Job responsibilities.

· An opinion on whether he/she would be suitable for the role he is now applying for. Preferably from previous line manager.

· Employment misconduct or negligence.

· Statutory debarment

· Financial irresponsibility. Bank account history transaction checks.

· Medical history on usage of Intoxicants and/or drug usage.

Any negative information uncovered must be evaluated and the candidate assessed for job suitability.

Additional HR checks:

HR also required to do one on one interviews with new employees for the purpose of:

· Character assessments.

· Aptitude and problem solving skills tested.

Regular Security Assessment:

 All Kitty Hawke employees must be re-assessed according to the job security clearance required at intervals defined in the table below.

	Level
	Access to Information
	Re-investigation

	Confidential
	Information that reasonably 

could be expected to cause 

damage to the national /Client security/relationships if disclosed to unauthorized sources 
	Reinvestigation conducted every 15 years 

	Secret
	Information that reasonably could be expected to cause serious damage to the national/client security if disclosed to unauthorized sources
	Reinvestigation conducted every   10 years 

	Top Secret
	Information that reasonably could be expected to cause exceptionally grave damage to the national/client security if disclosed to unauthorized sources
	Reinvestigation conducted every 5 years 


Acceptance:

All new employees must read, and sign acceptance of company policies and conditions of employment before commencing in a new role.

Employee Security Education

· Publishing of Security policies on Intranet Portal.

· Security Awareness Campaigns

· Promote security testing in all UAT test plans

· New employee orientation week employee site tour and security education covering:

· The importance of security

· Passwords

· Laptop computer security

· Virus prevention

· Safe Internet browsing

· Updating software and operating systems from a server

· Introducing the new staff policies

· Making sure employees understand the consequences for not complying with policies

· Assessing employees’ understanding of the new policies

·  IT security staff, systems and network administrators should register and monitor security publications from major vendors (eg. http://technet.microsoft.com/en-us/security/dd252948.aspx ) , government (eg. http://www.us-cert.gov/current/ ) and virus protection vendor (eg. http://www.symantec.com/security_response )

· Attendance of security workshops and seminars by IT staff.

· Company sponsorship of staff security certification qualifications: eg CISSP.

4 Physical Security

Physical security involves the appropriate layout and design of facilities, combined with suitable security measures, to prevent unauthorised access and protection of KHA assets, people, information, materials and infrastructure.

Facilities.

· All KHA facilities will be protected by dual 10 foot wire fencing. There will be an outer fence and an alarmed inner perimeter electric fence

· Fences will be patrolled by security officers on a daily basis.

· CCTV cameras will be installed at all gates and door entrances.

· Computer rooms and production floors will have CCTV cameras recording all employee actions.

· Computer rooms will have additional biometric fingerprint scanners installed at all doors in addition to swipe card RFID sensors.

Physical access control.

All employees will be issued with a physical access swipe card. The card will be fitted with two imbedded RFID tags. Security will take a photograph of all new employees with a hardcopy attached and sealed with the physical access swipe card. The swipe card is to serve a dual purpose in being used in both physical and logical access control.

· The first embedded RFID tag will provide user access through electronic sliding front gate.

· Boomed parking areas.

· Controlled access to various sensitive lines of business.

· Computer server rooms and facilities areas.

Users are to be given minimal access by default. To gain access a new user must request access through his line manager, who in turn must approve the request and forward it to the head of department to which employee is requesting access. Once the H.O.D. has approved access a security officer will update the employee’s access rights on the physical access control security computer system. Thereafter the employee must test the access of his card to that area to validate that the correct rights were granted.

All contractors and visitor access cards must have an expiry date equal to contract or visit duration. Physical and logical access is thereafter denied automatically. Issuing of visitor cards will only be done by a security officer if the visitor is accompanied by an employee. On completion of a visit, all visitors’ access cards are to be returned to Front Desk Security officer. Visitors may not use a camera (Including mobile phone camera) on KHA premises.

All employees parking their own vehicles on the company premises must display an access tag/sticker on the front windshield. Vehicle access stickers will only be issued once the employee has recorded car registration, drivers license, employee details, and signed the consent to search vehicle form with a security officer. Once a vehicle access sticker has been issued, it must be displayed in the front windshield. Failure to display the access stick will result in the vehicles wheels being locked and eventually towed away. 

The physical access control computer system will be a COTS based Software and hardware solution representing a complete black box (No development required). Maintenance of this system will not fall under KHA Information Technology support, but will be outsourced to the contracted security company.

A regular employee/contractor data export of physical access system must be obtained monthly to reconcile against organisation HR system. Differences reported are to be reported to the KHA “Computer Security Incident Response Team” at:

Email: ComputerSecurity@KHA.com
Phone: +1 310 46536.

Equipment removal offsite:

Removal of laptops and equipment from premises is only allowed under the follow conditions:

· An equipment approval form is signed by the employee’s line manager.

· The equipment has a valid asset number tag, and the equipment's serial number recorded in asset register.

· In the case of laptops the employee must obtain a laptop removal card from the security office that must be glued to the underneath of the laptop. The laptop removal card must contain the asset number of the hardware, the serial number of the hardware, the employee's name, the employee id, and an employee photograph that must match up against the employee's access card.

· A security officer has searched the laptop/equipment carry case.

Physical/Hardcopy document management:

· All documentation that has to be kept for a required retention period for legislative or business reasons must be categorised and sent to the records management division for safekeeping in standard supplied folders. 

· Records management will be responsible for safe offsite storage.

· Retrieval of a hardcopy documents must be done through records management and the use of the document catalogue.

· All hardcopy documents that have passed there business and legal requirement retention dates must be shredded and incinerated. 

· Shredding is the responsibility of each line of business. 

