Security Policy Declaration

The Kitty Hawk Aeronautics, Inc. (KHA) Security Policy is designed to set the security guidelines for the organization and defines how company’s resources are being protected.

The security policy aims to create a security conscious culture and an effective security infrastructure to gain a strategic advantage. Forms a basis from which an effective and comprehensive security program and a effective security architecture can be developed.

Purpose

The primary purpose of the security policy is to lay down requirements to protect the critical assets of Kitty Hawk Aeronautics, Inc which includes its people, Hardware, software and data. It states the mechanisms through which these requirements can be enforced. The policy aims to translate management’s security expectations as defined in high level security principles into specific measurable and testable goals and objectives. The policy will be continuously updated as technology and employee requirements change.

Objectives

The primary objectives of KHA’s security policy are as below

· Apply security risk assessment techniques and appropriate controls to meet the business requirements for security.

· Provide assurance to the availability, confidentiality and integrity of information and information systems.

· Conform to and meet all Regulatory, contractual and legal obligations.

· Copyright, licensing, infringing material and intellectual property rights are managed effectively
· Ensure Confidentiality, Integrity and availability of data at all times.
Scope of the policy

Information Systems Security Policy applies to all employees, including contractors, consultants, and other workers at KHA, and those employees of external organizations who access the companies information and records. The policy applies to all information systems owned by and/or operated by the company across all lines of business.
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The security policy covers the following domains

· Physical security

· Human Security

· System/Software security

· Operational and data Security
Maintenance

This Policy will be reviewed by the Company’s Information Security Office every 6 Months or as deemed appropriate based on changes in technology or regulatory requirements.

IT Security Management
IT Security Management Program

An Enterprise wide information security management will be implemented and executed by the information security office which will be coordinated and managed by the Information Security Program Manager. 

Executive Steering Committee on Security

A Security Advisory Committee will be formed which will comprising of key stakeholders from the organization across all lines of business which includes Senior management, security professionals, data owners, internal and external auditors and users. The primary responsibility of the advisory committee is to identify security requirements both current and future and provide direction to the whole organization.

Auditing
An Audit plan will be created which will be the primary driver for an audit policy. Both internal and external auditing will be performed on a regular basis to review the effectiveness of existing security controls, watch for system misuse or abuse by users and verify compliance with current security policies,
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Communication and Education
Policy changes and amendments will be periodically communicated on a regular basis. Any new security vulnerabilities will be communicated to the organization on a timely basis. Through periodic training programs the users will be mandated to learn about their roles in creating a secure IT environment to help create awareness of the importance of information technology security.
Security Controls

Necessary security controls will be put in place to enforce the requirements of the corporate security policy. Each control will cover both preventive and detective aspects of the control. 
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Enforcement

Any failure to comply with the security practices established where the action is inadvertent or accidental will result in a warning. Any Intentional violations will result in a disciplinary action from the concerned department head.

Security Reporting 
An IT Security Response Team will be put in place whose primary responsibility will be to develop response plans to serious IT security incidents. All IT security incidents will be forwarded to Security response team. A report on the effectiveness of current security procedures will be submitted to the Executive group on regular basis. 
Risk Assessment

A Risk management plan will be developed to identify, analyze and assess, mitigate or transfer risk Threat. Risk Assessment will be conducted on a prescribed frequency as per the guidelines set forth in the risk management plan and the outcome will be presented to the senior management for further review who takes appropriate decisions to assume or to mitigate through security controls.. Risk assessments and resulting actions will be documented and will be placed on file for audit and accountability purposes.
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