All Kitty Hawk Aeronautics lines of business information assets, whether commercial or government, require good information security to protect the intrinsic quality or value of the asset.  

The four components of Information Security are Design, Assurance, Authentication and Access.  Refer to the following sections in the Kitty Hawk IT Security Principles & Guidelines for specific details on the Information Security elements and their compliance measures:

Section 2.0 - Information Security
· Section 2.1  Design Guidelines
· Section 2.2  Assurance Guidelines
· Section 2.3  Authentication Guidelines
· Section 2.4  Access Guidelines  
The Kitty Hawk IT Security Principles & Guidelines document is available via the company website (http://khsecprin.example) or through an email request to the workgroup security focal.  Below is a summary extract of each of the four Information Security elements.

Design:  All software application designs must meet Kitty Hawk IT Security Principles & Guidelines, created to protect information assets.    

The following checklist will help to ensure all designers and developers understand and implement the design security guidelines and considerations documented in the Principles & Guidelines.  Proof of compliance with the Security Principles & Guidelines will be required for approval of the application design by the IT Security Compliance Team.

Design Security Checklist
· Application designers / developers have been provided a copy of / or link to KH IT Security Principles & Guidelines.
· Application designers have analyzed and determined appropriate level of data sensitivity.
· Application designers have considered all security principles & guidelines during application design (e.g. secure coding, risk analysis and mitigation, creating and utilizing modular code, reuse of secure code.  See Security Principles & Guidelines document for complete list.)    

· Application designers will design a user authentication/access solution appropriate to the data sensitivity level and per approved company solutions.

· Application designers will provide a proper authentication method for system administrators.

· Application developers will identify an application owner as part of the overall application development plan.
· Application design provides a method/capability to keep a history log of accessed information and a monitor for uncommon activity.
· Application design plan provides a high level disaster recovery plan which will be augmented when the application design is implemented. 
· Application designers have completed the Security Permit and received IT Security Compliance Team design approval.
Assurance:  The practice of protecting information assets from unauthorized alterance (whether unintentional or purposeful).  Assurance provides users confidence in the integrity of information and contributes to data quality.  

Kitty Hawk Aeronautics supports a variety of data types for both private and government customers, in both the Operations and Support segments (ranging from engineering, manufacturing and product support, to finance, legal, regulatory, supply chains, human resources, etc) of the company.  Integrity of the data and information used as the baseline foundation within and between lines of business is crucial to support accurate analysis across the company.

Authentication:  The capability to establish the information source.
Kitty Hawk Aeronautics requires the ability to verify data and information sources across company lines of business.  Authoritative sources provide the official, definitive source of information in a particular information space to ensure a solid foundation for consistency and analysis throughout and across the interlinked lines of business and supporting systems.         

Access:  The permission or ability to obtain or access information.  

Kitty Hawk uses several mechanisms to control access to information.  Those mechanisms include system logon identifications and passwords as well as assignment of application user roles and permissions.  These mechanisms provide administrators and users with the ability to obtain necessary information while ensuring that the access to the information is adequately protected from unauthorized users.  

